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Abstract

Digital communication using synchronized chaos is reviewed on the example
of an optoelectronic transceiver and a wireless transceiver that utilizes chaotic
pulse position modulation. Challenges that arise due to noise and other
distortions occurring in the communication channel are pointed out and ways
to improve the noise characteristics of the synchronization and to make chaos
communication robust enough to work with realistic channels are discussed.
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1. Introduction

Starting in the 1990s research on the chaotic dynamics of nonlinear sys-
tem has focused on the problem of chaos control [1], on the topic of chaos
synchronization [2, 3, 4] and on ideas for possible applications of chaos. One
such application is chaos communication, where one utilizes the chaotic sig-
nals that are generated by nonlinear circuits or optical systems as carriers for
information transmission. The simplicity of many chaos generators and the
rich structure and broadband nature of chaotic signals are the most attrac-
tive features that caused significant interest in possible chaos communication
schemes.

In order to place chaos communication in context, a simplified block di-
agram of a typical traditional digital communication system that transmits
binary data is presented in Fig. 1. Each block in the transmission chain per-
forms a unique function, with modulation and demodulation being the only
essential steps; all other processing steps are design options that can be used
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Figure 1: Simplified block diagram of a digital communication system.

to address application specific needs [5]. The incoming digital data is first
compressed by the source coding block such that bandwidth is not wasted by
transmitting redundant information. The encryption block re-codes the data
in order to enhance transmission security. The channel encoding performs
further transformations on the input data to minimize the degradation of the
information bearing signal due to channel impairments. It takes into account
the particular modulation scheme that is used and the characteristics of the
channel through which transmission is to take place. Modulation impresses
the data onto an analog radio-frequency (or optical frequency) carrier re-
sulting in waveforms compatible with the transmission channel. Finally, for
multiple-access applications, this signal may be combined with other signals
(not shown) before it is transmitted through the physical channel, e.g. send
through an optical fiber or radiated from an antenna. Each block in the re-
ceiver chain performs the inverse operation to that of the transmitter chain.
The advantage of digital communications over traditional analog techniques
is the excellent and independent control over security, bandwidth utilization,
and error rate.

Although nonlinear techniques can be applied to all blocks in the system,
we will focus here on the chaotic modulation of digital data onto a chaotic
carrier as indicated in Fig. 1. Potential advantages of using nonlinear devices
for digital communication schemes include improved efficiency [6, 7], lower
power consumption, lower probability of intercept, and lower probability of



detection [8]. These potential advantages have to be balanced against po-
tentially lower performance in terms of bit-error rates, the need for efficient
spectrum management, and the cost of implementing this new technology
alongside the traditional infrastructure.

The purpose of this contribution is to provide a brief overview of digital
chaos communication on the example of an optical and a wireless commu-
nication scheme. Interested readers can find a more extended and in-depth
discussion in Larson et al. (2006) [9].

2. Synchronization based chaos communication using optoelectronic
devices

Most traditional communication schemes are based on periodic signals
and carrier waveforms stored at the receiver. Because chaotic carrier waves
are nonperiodic they cannot be stored in the receiver as a reference to achieve
coherent detection of the transmitted signal. One approach to address this
problem is to transmit, along with the modulated signal, the unmodulated
original chaotic waveform either using a separate channel or using time di-
vision [10]. In this approach reliable detection can be achieved at the ex-
pense of an at least 3dB loss in the signal-to-noise-ratio. Another method is
to encode the message into the symbolic dynamics of the chaotic transmit-
ter [11, 12, 13], with the result that the information can be read off simply by
observing the transmitted signal. However, this method requires detailed and
precise control of the transmitter dynamics, which is an extremely challeng-
ing task especially in high-speed optical systems. For this reason essentially
all optical chaos communication schemes are based on the regeneration of
the chaotic carrier at the receiver by means of chaos synchronization.

Though the synchronization of clocks (periodic systems) has been studied
with great care over centuries, it was the surprising discovery of temporal syn-
chronization between two chaotic systems that initiated the field of chaotic
communications. The crucial realization was that, when two chaotic systems
are coupled to each other in a suitable way, it is possible for a chaotic system
in the receiver to follow the time evolution of an identical chaotic system
in the transmitter, even when the chaotic systems start from very differ-
ent initial conditions [2, 3, 4]. Therefore a chaotic signal generated in the
transmitter can be replicated identically in the receiver in a stable manner.
Communication based on chaotic synchronization was already proposed by
Pecora and Carroll (1990) [4] in their seminal paper on chaos synchroniza-
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Figure 2: Schematic of the setup used to investigate the synchronization of two chaotic
semiconductor lasers with delayed optoelectronic feedback. LD: laser diode; PD: photode-
tector; A: amplifier; 7: feedback delay time.

tion and developed further by several authors [14, 15, 16, 17]. The feasibility
of chaos communication using synchronization was confirmed experimentally
soon thereafter in electronic circuits [18, 19] and laser systems [20, 21, 22].

As a concrete example of optical systems that exhibit identical chaos
synchronization consider the two coupled optoelectronic devices shown in
Fig. 2, which were investigated theoretically by Abarbanel et al. (2001) [23]
and experimentally by Tang and Liu (2001) [24]. The transmitter and re-
ceiver each consist of a single-mode semiconductor laser with amplified and
time-delayed feedback formed by an optoelectronic loop from the laser’s op-
tical output back to the bias current across the laser itself. The transmitter
and receiver generate chaotic oscillations at gigahertz frequencies due to the
interplay of laser nonlinearities and time-delayed feedback, which makes the
state-space of the system formally infinite-dimensional.

To achieve synchronization, the systems are unidirectionally coupled as
shown in Fig. 2, where a fraction of the transmitter’s chaotic output intensity
is detected, amplified and coupled into the driving current of the receiver with
coupling strength c. If ¢ = 1, there is no feedback signal in the receiver and
we call this open loop. If ¢ = 0, the transmitter and receiver are completely
decoupled. The equations of motion describing the time-delay dynamics of
the transmitter-receiver system read

Cils_f = %T{ [Q(nT,ST) — 1} ST} +2y/57 FiP, )
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Here, s denotes the dimensionless intracavity photon density, which is pro-
portional to the measured output intensity of the laser, n denotes the di-
mensionless carrier density, which quantifies the population inversion in the
laser gain medium, and g(n, s) specifies the gain'. The laser is pumped by an
external dc-bias current proportional to J, the photon survival time in the
laser cavity is quantified by the photon decay rate 7., and the rate of carrier
decay (mainly due to spontaneous emission) is given by 7s. The parameter
¢ denotes the feedback strength, 7 is the feedback delay, and F*P is a white
Gaussian noise term that models the contributions of spontaneous emission
to the lasing mode.

For the case of an ideal channel and identical lasers without noise (7! =
VB AT = AR, 7 =7/, and F;f = F;} = 0), the systems synchronize iden-
tically for coupling strengths ¢ > 0.1, as shown by numerical simulations
of Eq. (1) and Eq. (2) as well as computations of the transverse Lyapunov
exponents [23].

In an experiment, the transmitter and receiver systems are inevitably
different from each other. In this situation, identical synchronization is not
a mathematical solution of the model equations. Nonetheless, the deviation
from the identity solution can be small over some range of parameters. An
evaluation of the effect of parameter mismatches between the transmitter and
the receiver on the quality of synchronization in the presence of a realistic
level of spontaneous emission noise showed that the error is tolerable for a 5%
or so mismatch at ¢ = 1, whereas for ¢ = 0.4 the error is large for almost all
mismatches [23]. Thus, as one would expect, the open loop conifguration (¢ =
1) is most robust with respect to parameter mismatch. This conclusion was
confirmed experimentally [24], where approximate identical synchronization
was found for a range of coupling strengths ¢ with a minimum synchronization

!The dimensionless gain g(n,s) is obtained through an expansion of the gain func-
tion about the continuous-wave operating point of the laser, resulting in g(n,s) =
14+ m/(Tvs) n— vp/ves. All parameters of Eq. (1), Eq. (2), and the gain function
can be measured experimentally [25] and the values used are found in [23].
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Figure 3: (a) Communication setup based on synchronized coupled optoelectronic devices
in an open loop configuration (¢ = 1). (b) Numerical estimated bit error rate (BER)
versus effective signal to noise ratio (SNR). Adapted from Abarbanel et al. (2001) [23].

error for the open loop configuration.

The case of two coupled optoelectronic devices is an example of a system
where the noise-free model with identical transmitter and receiver predicts
identical synchronization (all transverse Lyapunov exponents are negative)
and where the inclusion of noise and parameter mismatches does not destroy
synchronized behavior in any essential way. However, this is not true in gen-
eral. For instance, the so-called phenomenon of attractor bubbling [26, 27]
may occur in the presence of even small noise and small parameter mis-
matches may cause large distortions of the synchronization manifold and
therefore large synchronization errors [28]. Although there exist criteria that
guarantee high-quality synchronization [26, 29, 30], these are often either to
difficult to apply or too conservative [31]. The lack of a simple and generally
reliable way to determine how to couple two oscillators to achieve high-quality
synchronization means that, in many cases, the computationally most effi-
cient approach is to include realistic levels of noise and parameter mismatches
in the model and check synchronization quality by direct simulation.

Synchronization leads to communication — even when the signals used
are chaotic. The main idea of chaos communication schemes is to mix the
message with a chaotic carrier in the transmitter and to send the mixed signal
to the receiver. At the receiver, the message can be recovered by comparing



the transmitted mixed signal to the regenerated message-free chaotic carrier.
Indeed, under ideal conditions (e.g. no noise) it is possible to achieve perfect
synchronization and message recovery in chaos communication schemes that
utilize chaos modulation to encode and decode information [14, 15, 16, 17, 32,
33]. The key idea of this approach is to inject the information signal m(t) into
the feedback loop of the chaotic transmitter system, as depicted in Fig. 3a.
The feedback is selected in such a way that the remaining subsystem is
conditionally stable. In this case, the signal u(t) = sy (t) +m(t) returns back
to the nonlinear laser diode and drives the dynamics of the transmitter. The
signal wu(t) is also transmitted to the receiver, where it drives the dynamics
and generates oscillations of the receiver system that are identical to the
chaotic oscillations in the transmitter, 7.e. & = u and therefore sp = sy. The
message can then be recovered using signal subtraction (as shown in Fig. 3a)
and, in the absence of noise, the information can be restored exactly after
initial transients (m = m).

All practical communication channels introduce signal distortions that
alter the chaotic waveform shape, resulting in received chaotic oscillations
that do not precisely represent the transmitted oscillations. Channel noise,
filtering, attenuation variability and other distortions in the channel corrupt
the chaotic carrier and information signal. The presence of these channel
distortions significantly hamper the onset of identical synchronization of the
chaotic systems and imperfect synchronization results in information loss.

As an example, we considered information loss due to white Gaussian
channel noise for the communication system shown in Fig. 3a [23]. Fig. 3b
summarizes the information loss by showing the bit error rate (BER) versus
the signal to noise ratio (SNR), where the latter is defined as the energy per
bit divided by the power spectral density of the noise. Results are shown
of calculations for the open loop configuration (¢ = 1), and, as a reference,
the case of ”direct signaling”, where it is assumed that the receiver has
a perfect copy of the transmitter’s chaotic carrier signal. It is seen that
one of the chaos-communication BER curves (diamond-symbol) is close to
the direct-signaling curve, indicating good synchronization of transmitter
and receiver despite the noisy channel. This case corresponds to a situation
where the device dynamics is in a regime of low-dimensional chaos, i.e. the
Lyapunov dimension Dj, of the chaotic attractor is in the range of three to
four. In contrast, the chaos-communication BER curve shown with circle
symbols in Fig. 3b is far to the right of the direct-signaling curve, implying
substantial information losses due to noise-induced desynchronization events.
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This curve corresponds to the case of high-dimensional chaos (Dy > 5).
Nevertheless, even for the case of high-dimensional chaos, the noise entering
the feedback loop does not cause global desynchronization and thus it is still
possible to communicate.This result demonstrates the structural stability of
the synchronized state.

It is true in general that BER performance curves for synchronization-
based chaos communication lie to the right of the curve for direct signaling
for any non-zero coupling. A fundamental reason for performance losses of
synchronization-based chaos communication schemes as compared to tradi-
tional schemes is that chaotic systems continuously generate non-redundant
information and have a positive Kolmogorov-Sinai entropy. In contrast, tradi-
tional schemes, most of which are based on periodic signals and carriers that
are generated by stable systems, are characterized by a zero Kolmogorov-
Sinai entropy, which means that without any input the average speed of
non-redundant information generation is zero. Therefore, even in an ideal
environment, in order for two chaotic systems to remain perfectly synchro-
nized one must transmit an amount of information per unit time that is
equal or larger than the Kolmogorov-Sinai entropy [34]. As a result, the
performance curve of a chaotic communication scheme is shifted to the right.
In an non-ideal environment, further performance degradation may occur
when the transmitter-receiver system temporarily loses synchronization due
to extreme channel noise events. To re-establish synchrony more information
per unit time is needed than that specified by the Kolmogorov-Sinai entropy
and periods of desynchronization lead to information loss that is in addi-
tion to the information loss that results from channel-noise induced bit flips.
However, in many cases the degradation caused by nonzero Kolmogorov-
Sinai entropy is insignificant, as for example for the optoelectronic systems
in Fig. 3 where the chaos-communication curve (diamond-symbol) is quite
close to the direct-signaling curve that assumes the receiver has a perfect
copy of the transmitter’s chaotic carrier signal.

In the example above, information is encoded in the signal amplitude and
no error correction codes are applied. In this context, reliable communication
(low BER) can be achieved only for low noise levels in the communication
channel even for the direct signaling case, which requires no chaos synchro-
nization. The potentially significant additional information losses for chaos
communication schemes that result because of imperfect synchronization can
be minimized through a careful choice of the chaotic carrier signal. Further-
more, the levels of channel-noise that are required for reliable optical com-
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munication can be straightforwardly achieved in bench-top experiments and
in communication applications that use optical fiber links. For the system
shown in Fig. 3a, a data rate of 2.5 Gbit/s was achieved in a bench-top ex-
periment by Tang and Liu [24]. Chaos communication of high-speed digital
data over a commercial metropolitan area fiber-optic network was recently
demonstrated by Argyris et al. [35], where the problem of dispersion was
overcome by inserting appropriate lengths of dispersion-compensating fiber.
This latter result demonstrates that chaos-based encryption methods can
be integrated into a real-world system and operate at high data rates with
reasonably low errors. In other words, in the context of high-speed opti-
cal communication networks, which are the backbone of the worldwide data
transmission infrastructure, chaotic carriers offer a certain degree of intrinsic
privacy in the data transmission implemented at the hardware level, which
could complement both classical software-based [36] and quantum [37] cryp-
tography systems.

3. Wireless communication using chaotic pulse position modula-
tion

Compared to the situation where communication takes place through low-
noise optical fibers, signal deterioration in wireless communication is much
more significant. A wireless communication channel is noisy, introduces sig-
nificant signal distortions, and exhibits effects due to multipath propagation.
For this reason, many of the early chaotic communication schemes are im-
practical for wireless applications because they have performance character-
istics much worse than those of traditional schemes such as binary phase
shift keying and binary frequency shift keying modulations [38]. In contrast,
many recently suggested chaos communication schemes have bit-error-rate
characteristics that are very close to the ideal ones [6, 8, 39, 40, 41, 42] and
offer performance advantages over conventional narrowband communications
schemes in multipath environments [43] because of their inherent broadband
nature. Chaos communication schemes are therefore a viable alternative to
traditional approaches.

One of the recently suggested ways to minimize the degradation of perfor-
mance due to channel noise, distortions, and interference is to use communi-
cation systems based on chaotic pulse position modulation (CPPM). In the
chaotic pulse position modulation system a sequence of identically shaped
pulses with chaotic time intervals between them replaces continuous chaotic



waveforms as an information carrier [8, 39]. The information is encoded onto
the pulse train by altering the time position of transmitted pulses with re-
spect to the chaotic carrier. Since the information about the state of the
chaotic system is contained entirely in the timing between pulses, the dis-
tortions that affect the pulse shape do not significantly influence the ability
of the chaotic pulse generators to synchronize. Although it was found that
CPPM performs slightly worse than binary phase shift keying in a additive
white Gaussian noise channel, this wideband system provides several advan-
tages: It exhibits self-synchronization, thus eliminating the need for special
synchronizing sequences, is characterized by a low probability of intercept
and low probability of detection?, improves privacy and there exist multi-
plexing strategies that allow several users to communicate simultaneously
over the same channel [8, 9, 39].

The ability of this self-synchronizing CPPM method to communicate not
only over a Gaussian noise channel but in the presence of significant non-
stationary signal distortions has been studied experimentally using a free-
space laser communication link [44].

A schematic representation of the chaotic free-space laser communication
system is shown in Fig. 4a. CPPM Tx and CPPM Rx represent the analog
circuit implementation of the CPPM transceiver. The optical part of the
experiment consisted of an intensity-modulated semiconductor laser beam
(10 mW, A = 690 nm) that propagated by means of a single-mode fiber, a lens
relay system and a telescope (Celestrone) to a 45° roof-mounted mirror. The
light subsequently traveled over an atmospheric path of length L = 2.5 km to
a 4” corner cube mounted on top of a water tower, where it was reflected and
propagated back to the roof-mounted mirror. The receiver system used the
same telescope and lens relay system as the transmitter. The total double-
pass atmospheric laser beam propagation distance was approximately L ~
5 km.

Figure 4b illustrates the severe pulse amplitude fluctuations of the signal
entering the CPPM demodulator caused by atmospheric turbulence. It also
shows that the pulse propagation time 7,,, which is measured between the
leading front of the TTL pulse applied to the laser and the maximal point

2As compared to pulse-position modulation schemes using digitally generated repeat-
ing sequences of pseudo-random bits, data transmission via CPPM avoids spectral peaks
associate with the repetition of the pseudo-random sequence and time-digitization. It is
therefore harder to detect.
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Figure 4: Robust chaos communication over a free-space laser link. (a) Experimental
setup. (b) Fluctuations of the CPPM pulses after traveling through atmospheric turbu-
lence. Pulse amplitude A, measured in volts at the output of the amplifier - (top). Prop-
agation times 7, - (middle) and 7, - (bottom). Adapted from Rulkov et al. (2002) [44].

of the received pulse, varies only within a 0.2 us time interval. However, in
order to trigger the CPPM demodulator circuit, the received pulse amplitude
has to exceed a certain threshold level. Therefore, the actual delay time
Ty, as seen by the transceiver, depends on the amplitude of the received
pulses and fluctuates (see Fig. 4, bottom). Nevertheless, the variations of
the pulse propagation time are small enough for the CPPM controller to
self-synchronize and to maintain the stability of the communication link.

The gaps visible in Fig. 4b are caused by pulse amplitude fading when
the pulse amplitude falls to the photo-receiver noise level, which is below the
threshold level. The gaps are audible as occasional clicks when using the
free-space laser communication system for real-time voice communication.
They are the main contribution to the total BER of 1.92 x 1072 measured in
this experiment. Indeed, errors that are not related to the complete failure of
the channel because of fading instances contributed to the BER only ~ 5.5 x
1075, Thus, chaos communication using pulses and encoding information in
the timing of the pulses appears to be a particularly robust communication
scheme.
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4. Conclusion

Communication systems based on chaos and nonlinear dynamics are still
in their infancy, although astonishing progress has been made in the recent
years. Within less than two decade chaos communication developed from an
idea to a communication technology that can now be compared in a mean-
ingful way to traditional communication approaches. Optical communication
with gigabit-per-second transmission rates and very low bit-error rates, com-
parable to those of traditional communication systems, has been achieved
and wireless communication schemes have come close to ideal bit-error rate
performances. The simplicity and ease of control of many of these non-
traditional systems makes it easy to envision practical applications such as
cost-effective private communication.

Another merit of research on chaos communication is that it challenges
us to think about fundamental issues of information transmission. This re-
search extends known communication techniques beyond the area of regular
and repeating signals and shows that parties can communicate equally well
using irregular signals and pulse sequences that never repeat exactly. This
is relevant for biological systems, where non-sinusoidal, pulse-like waveforms
are used to convey information.
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